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1
SYSTEM AND METHOD FOR RESTORING
AND RECONCILING A SINGLE FILE FROM
AN ACTIVE FILE SYSTEM AND A SNAPSHOT

RELATED APPLICATIONS

This Application for United States Patent is a continuation
of U.S. patent application Ser. No. 10/100,948 filed on Mar.
19, 2002 entitled System and Method for Restoring a Single
File from a Snapshot, now issued as U.S. Pat. No. 7,051,050.

FIELD OF THE INVENTION

The present invention relates to data backup and restoral
and, more particularly restoring a single file from a backup.

BACKGROUND OF THE INVENTION

A file serveris a computer that provides file service relating
to the organization of information on storage devices, such as
disks. The file server or filer includes a storage operating
system that implements a file system to logically organize the
information as a hierarchical structure of directories and files
onthe disks. Each “on-disk” file may be implemented as a set
of disk blocks configured to store information, such as text,
whereas the directory may be implemented as a specially-
formatted file in which information about other files and
directories are stored. A filer may be configured to operate
according to a client/server model of information delivery to
thereby allow many clients to access files stored on a server,
e.g., the filer. In this model, the client may comprise an
application, such as a file system protocol, executing on a
computer that “connects” to the filer over a computer net-
work, such as a point-to-point link, shared local area network
(LAN), wide area network (WAN), or virtual private network
(VPN) implemented over a public network such as the Inter-
net. Each client may request the services of the filer by issuing
file system protocol messages (in the form of packets) to the
filer over the network.

A common type of file system is a “write in-place” file
system, an example of which is the conventional Berkeley fast
file system. In a write in-place file system, the locations of the
data structures, such as inodes and data blocks, on disk are
typically fixed. An inode is a data structure used to store
information, such as metadata, about a file, whereas the data
blocks are structures used to store the actual data for the file.
The information contained in an inode may include, e.g.,
ownership of the file, access permission for the file, size of the
file, file type and references to locations on disk of the data
blocks for the file. The references to the locations of the file
data are provided by pointers, which may further reference
indirect blocks that, in turn, reference the data blocks,
depending upon the quantity of data in the file. Changes to the
inodes and data blocks are made “in-place” in accordance
with the write in-place file system. If an update to a file
extends the quantity of data for the file, an additional data
block is allocated and the appropriate inode is updated to
reference that data block.

Another type of file system is a write-anywhere file system
that does not over-write data on disks. Ifa data block on disk
is retrieved (read) from disk into memory and “dirtied” with
new data, the data block is stored (written) to a new location
on disk to thereby optimize write performance. A write-any-
where file system may initially assume an optimal layout such
that the data is substantially contiguously arranged on disks.
The optimal disk layout results in efficient access operations,
particularly for sequential read operations, directed to the
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disks. A particular example of a write-anywhere file system
that is configured to operate on a filer is the Write Anywhere
File Layout (WAFL™) file system available from Network
Appliance, Inc. of Sunnyvale, Calif. The WAFL file system is
implemented within a microkernel as part of the overall pro-
tocol stack of the filer and associated disk storage. This micro-
kernel is supplied as part of Network Appliance’s Data
ONTAP™ storage operating system, residing on the filer, that
processes file-service requests from network-attached cli-
ents.

As used herein, the term “storage operating system” gen-
erally refers to the computer-executable code operable on a
storage system manages data access and may, in case of afiler,
implement file system semantics, such as the Data ONTAP™
storage operating system, implemented as a microkernel, and
available from Network Appliance, Inc., of Sunnyvale, Calif.,
which implements a Write Anywhere File Layout (WAFL™)
file system. The storage operating system can also be imple-
mented as an application program operating over a general-
purpose operating system, such as UNIX® or Windows
NT®, or as a general-purpose operating system with config-
urable functionality, which is configured for storage applica-
tions as described herein.

Disk storage is typically implemented as one or more stor-
age “volumes” that comprise physical storage disks, defining
an overall logical arrangement of storage space. Currently
available filer implementations can serve a large number of
discrete volumes (150 or more, for example). Each volume is
associated with its own file system and, for purposes hereof,
volume and file system shall generally be used synony-
mously. The disks within a volume are typically organized as
one or more groups of Redundant Array of Independent (or
Inexpensive) Disks (RAID). RAID implementations enhance
the reliability/integrity of data storage through the writing of
data “stripes” across a given number of physical disks in the
RAID group, and the appropriate caching of parity informa-
tion with respect to the striped data. In the example of a WAFL
file system, a RAID 4 implementation is advantageously
employed. This implementation specifically entails the strip-
ing of data across a group of disks, and separate parity caching
within a selected disk of the RAID group. As described
herein, a volume typically comprises at least one data disk and
one associated parity disk (or possibly data/parity) partitions
in a single disk) arranged according to a RAID 4, or equiva-
lent high-reliability, implementation.

Some known file systems contain the capability to generate
a snapshot of the file system. In the example of a WAFL based
file system, snapshots are described in 7R3002 File System
Design for a NFS File Server Appliance by David Hitz et al.,
published by Network Appliance, Inc. and in U.S. Pat. No.
5,819,292 entitled Method for Maintaining Consistent States
of a File System and For Creating User-Accessible Read-
Only Copies of a File System, by David Hitz et al., which are
hereby incorporated by reference.

“Snapshot” is a trademark of Network Appliance, Inc. It is
used for purposes of this patent to designate a persistent
consistency point (CP) image. A persistent consistency point
image (PCPI) is a point-in-time representation of the storage
system, and more particularly, of the active file system, stored
on a storage device (e.g., on disk) or in other persistent
memory and having a name or other identifier that distin-
guishes it from other PCPIs taken at other points in time. A
PCPI can also include other information (metadata) about the
active file system at the particular point in time for which the
image is taken. The terms “PCPI” and “snapshot” shall be
used interchangeably through out this patent without deroga-
tion of Network Appliance’s trademark rights.
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A snapshot is a restorable version of a file system created at
a predetermined point in time. Snapshots are generally cre-
ated on some regular schedule. The snapshot is stored on-disk
along with the active file system, and is called into the buffer
cache of the filer memory as requested by the storage oper-
ating system. An exemplary file system inode structure 100 is
shown in FIG. 1. The inode for an inode file 105 contains
information describing the inode file associated with a given
file system. In this exemplary file system inode structure the
inode for the inode file 105 contains a pointer to an inode file
indirect block 110. The inode file indirect block 110 contains
a set of pointers to inodes 117, which in turn contain pointers
to indirect blocks 119. The indirect blocks 119 include point-
ers to file data blocks 120A, 120B and 120C. Each of the file
data blocks 120(A-C) is capable of storing, in the illustrative
embodiment, 4 kilobytes (KB) of data.

When the file system generates a snapshot of a given file
system, a snapshotinode is generated as shown in FIG. 2. The
snapshot inode 205 is, in essence, a duplicate copy of the
inode for the inode file 105 of the file system 100. Thus, the
exemplary file system structure 200 includes the inode file
indirect blocks 110, inodes 117, indirect blocks 119 and file
data blocks 120A-C as in FIG. 1. When a user modifies a file
data block, the file system layer writes the new data block to
disk and changes the active file system to point to the newly
created block.

FIG. 3 shows an exemplary inode file system structure 300
after a file data block has been modified. In this illustrative
example, file data block 120C was modified to file data block
120C'. When file data block 120C is modified to file data
block 120C", the contents of the modified file data block are
written to a new location on disk as a function of the exem-
plary WAFL file system. Because of this new location, the
indirect block 319 must be rewritten. Due to this changed
indirectblock 319, the inode 317 must be rewritten. Similarly,
the inode file indirect block 310 and the inode for the inode
file 305 must be rewritten. Thus, after a file data block has
been modified the snapshot inode 205 contains a point to the
original inode file indirect block 110 which in turn contains
pointers through the inode 117 and an indirect block 119 to
the original file data blocks 120A, 120B and 120C. However,
the newly written indirect block 319 includes pointers to
unmodified file data blocks 120A and 120B. The indirect
block 319 also contains a pointer to the modified file data
block 120C' representing the new arrangement of the active
file system. A new inode for the inode file 305 is established
representing the new structure 300. Note that metadata (not
shown) stored in any snapshotted blocks (e.g., 205, 110, and
120C) protects these blocks from being recycled or overwrit-
ten until they are released from all snapshots. Thus, while the
active file system inode for the inode file 305 points to new
blocks 310, 317, 319, 120A, 120B and 120C", the old blocks
205, 110 and 120C are retained until the snapshot is fully
released.

After a snapshot has been created and file data blocks
modified, the file system layer can reconstruct or “restore” the
file system inode structure as it existed at the time of the
snapshot by accessing the snapshot inode. By following the
pointers contained in the snapshot inode 205 through the
inode file indirect block 110 and indirect block 119 to the
unmodified file data blocks 120 A-C, the file system layer can
reconstruct the file system as it existed at the time of creation
of the snapshot.

In known restoration techniques from snapshots, the snap-
shotted files are copied from the snapshot to the active file
system. Such copies are generated by duplicating inodes and
data blocks stored in the snapshot and writing these dupli-
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4

cated blocks and inodes to the active file system. Thus, the
snapshot is effectively duplicated into the active file system. A
noted disadvantage of such a restore technique is that each
inode or data block of the snapshot needs to be copied. Such
copying, in the case of a large file or file system, can require
a substantial amount of time and processing power. Similarly,
using known file restore techniques from a snapshot, the
volume containing the snapshotted file must be large enough
to accommodate two full copies of the file, namely, the snap-
shot and the file in the active file system. In the example of the
large database file, a volume may not be of sufficient size to
accommodate two full copies of the database file.

One technique to avoid resource-consuming duplication of
the entire file system is to use the file system’s capabilities to
restore on demand. Restore on demand techniques are
described generally in U.S. patent application Ser. No.
10/101,901 entitled SYSTEM AND METHOD FOR MAN-
AGING A PLURALITY OF SNAPSHOTS by Hugo Patter-
son et al., now issued as U.S. Pat. No. 7,475,098 on Jan. 6,
2009. However, such restore on demand techniques typically
utilize the snapshot copying methodology, described above,
to restore a particular file. Thus, the noted disadvantages of
the snapshot duplication method, e.g. processing overhead
and use of file system space are inherent in these restore on
demand techniques.

However, there are instances when the restoration of only a
single file from a snapshot is desired. For example, the file
system may not suffer an error condition, but a single file may
become corrupted. Additionally, a user may have modified a
file but later desires to restore the file to a previous state. In
these instances, the restoration of the entire file system is
clearly an inefficient approach.

SUMMARY OF THE INVENTION

The disadvantages of the prior art are overcome by provid-
ing a system and method for quickly restoring a file from a
snapshot. If the file to be restored has been deleted from the
active file system, then an inode is created and its associated
buffer tree is generated which points to the data blocks of the
file to be restored. This newly created inode and associated
buffer tree is then written to the active file system, thereby
restoring the file. By avoiding duplication of the data blocks,
substantial storage space, processing overhead and time is
saved. If the file exists in the active file system, then the
system and method duplicates the file’s inode into a twin
inode, and moves the buffer tree of the file to the twin inode.
A new inode for the restored file is generated. A reconciliation
process then compares block pointers from the duplicated
twin inode and the snaphot inodes. If the block pointers
match, the block pointer is moved from the twin inode into the
inode of the restored file in the active file system. If the block
pointers and the block is not allowed in the active file system
differ, then the block pointer from the snapshot is copied to
the active file system. Otherwise, the actual data block is
copied from the snapshot to the active file system. At the end
of'the reconciliation process, the twin inode will only contain
block pointers to blocks that have changed with respect to the
snapshot. After completion of the reconciliation process, the
file will have been restored to the active file system.

By not duplicating the numerous data blocks stored in the
snapshot, substantial processing time/overhead and storage
space is saved. In an alternate embodiment, a determination
can be made of the size in the file to be restored. If the file is
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of a certain size or smaller, the restore system and method
utilizes the conventional snapshot duplication technique.

BRIEF DESCRIPTION OF THE DRAWINGS

The above and further advantages of the invention may be
better understood by referring to the following description in
conjunction with the accompanying drawings in which like
reference numerals indicate identical or functionally similar
elements:

FIG. 1, already described, is a schematic block diagram of
an exemplary file system inode structure;

FIG. 2, already described, is a schematic block diagram of
the exemplary file system inode structure of FIG. 1 including
a snapshot inode;

FIG. 3, already described, is a schematic block diagram of
an exemplary file system inode structure of FIG. 2 after a data
block has been rewritten;

FIG. 4 is a schematic block diagram of an exemplary net-
work environment having a file server and network-con-
nected clients;

FIG. 5 is a schematic block diagram of an exemplary file
server in accordance with an embodiment of this invention;

FIG. 6 is a schematic block diagram of an exemplary stor-
age operating system for use in accordance with an embodi-
ment of this invention;

FIG. 7 is a flow chart of the procedure performed by the file
restore process in accordance with an embodiment of this
invention;

FIG. 8 is a flow chart detailing the procedure performed by
the file restore process when restoring a file that has been
deleted from the active file system in accordance with an
embodiment of this invention;

FIG. 9 is a flow chart detailing the procedure performed by
the file restore process when the file exists in the active file
system in accordance with an embodiment of this invention;

FIG. 10 is a flow chart of the reconciliation process per-
formed by the file restore process in accordance with an
embodiment of this invention;

FIG. 11 is an exemplary file system data structure having a
snapshot in a twin inode;

FIG. 12 is a schematic block diagram of an exemplary
restored file inode structure in accordance with an embodi-
ment of this invention; and

FIG. 13 is a schematic block diagram of an exemplary twin
inode data structure after the reconciliation has completed in
accordance with an embodiment of this invention.

DETAILED DESCRIPTION OF AN
ILLUSTRATIVE EMBODIMENT

A. Network Environment

FIG. 4 is a schematic block diagram of an exemplary net-
work environment 400 in which the principles of the present
invention are implemented. The environment 400 is based
around a network cloud 402. This network cloud can be a
local or network (LAN), a wide area network (WAN), virtual
private network (VPN) utilizing communication links over
the internet, for example, or acombination of LAN, WAN and
VPN implementations can be established. For the purposes of
this description, the term network cloud should taken broadly
to include any acceptable network architecture. The network
cloud 402 interconnects various clients 404. Also attached to
the network cloud is a file server 500. This file server,
described further below, is configured to control storage of,
and access to, data and a set 408 of interconnected storage
volumes 406. Each of the devices attached to the network
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cloud include an appropriate conventional network interface
arrangement (not shown) for communicating over the net-
work cloud using desired communication protocols such as
the well-known Transport Control Protocol/Internet Protocol
(TCP/IP), User Datagram Protocol (UDP), Hyper Text Trans-
port Protocol (HTTP), Simple Network Management Proto-
col (SNMP), or Virtual Interface Connections (VI).

B. File Servers

FIG. 5 is a more-detailed schematic block diagram of an
exemplary file server 500. By way of background, a file server
or filer, is a computer that provides file service relating to the
organization of information on storage devices, such as disks.
However, it will be understood by those skilled in the art that
the inventive concepts described here any may apply to any
type of file server, wherever implemented as a special-pur-
pose or general-purpose computer, including a standalone
computer.

The file server 500 comprises a processor 502, a memory
504, a network adapter 506, a nonvolatile random access
memory (NVRAM) 508 and a the storage adapter 510 inter-
connected by system bus 512. Contained within the memory
504 is a storage operating system 600 that implements a file
system to logically organize the information as a hierarchical
structure of directories and files on the disks. In the illustrative
embodiment, the memory 504 comprises storage locations
that are addressable by the processor and adapters for storing
software program code. The operating system 600, portions
of'which are typically resident in memory and executed by the
processing elements, functionally organizes the filer by inter
alia, invoking storage operations in support of a file service
implemented by the file server.

The network adapter 506 comprises a mechanical, electri-
cal and signaling circuitry needed to connect the file server
400 to client 404 over network cloud 402. The client 404
maybe a general-purpose computer configured to execute
applications, such as data base applications. Moreover, the
client 404 may interact with the filer server 500 in accordance
with the client/server model of information delivery. That is,
the client may request the services of the file server, and the
file server may return the results of the services requested by
the client, by exchanging packets defined by an appropriate
networking protocol.

The storage adapter 510 incorporates with the storage oper-
ating system 300 executing on the file server to access infor-
mation requested by the client. Information maybe stored on
the disks 406 of a disk 408 (FIG. 1) that is attached via the
storage adapter 510 to the file server. The storage adapter 510
includes input/output (I/0) interface circuitry that couples to
the disks over in I/O interconnect arrangement, such as a
conventional high-performance Fibre Channel serial link
topology. The information is retrieved by the storage adapter
and, if necessary, processed by the processor 502 (or the
adapter 510 itself) prior to be forwarded over the system bus
512 to the network adapter 506, where information is format-
ted into appropriate packets and returned to the client 404.

In one exemplary file server implementation, the file server
can include a non-volatile random access memory (NVRAM)
508 that provides fault-tolerant backup of data, enabling the
integrity of filer server transactions to survive a service inter-
ruption based upon a power failure, or other fault.

C. Storage Operating System

To facilitate the generalized access to the disks 406 on the
array 408, the storage operating system 600 implements
write-anywhere file system that logically organizes the infor-
mation as a hierarchical structure of directories and files on
the disks. Each “on-disk” file may be implemented as a set of
disks blocks configured to distort information, such as data,
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where as the directory may be implemented as a specially
formatted file which other files and directories are stored. As
noted above, in the illustrative embodiment described herein,
the operating system is the NetApp® Data ONTAP™ oper-
ating system available from Network Appliance, Inc., that
implements the write-anywhere file layout (WAFL™) file
system. It is expressly contemplated that any appropriate file
system can be used, and as such, where the term WAFL or file
system is employed, it should be taken broadly to refer to any
file system that is otherwise adaptable to the teachings of this
invention.

The storage operating system comprises a series of soft-
ware layers, including a media access layer 602 of network
drivers (e.g., an Ethernet driver). The storage operating sys-
tem 600 further includes network protocol layers, such as an
Internet Protocol (IP) layer 604 and its supporting transport
mechanisms, the Transport Control Protocol (TCP) layer 606
and the User Datagram Protocol (UDP) layer 608.

A file system protocol layer provides multi-protocol data
access and, to that end, includes support for the Network File
System (NFS) protocol 612, the Common Internet File Sys-
tem (CIFS) protocol 614 and the Hyper Text Transfer Proto-
col (HTTP) 616. In addition, the storage operating system
600 includes a disk storage layer 622 that implements a disk
storage protocol, such as a RAID protocol, and a disk driver
layer 624 that implements a disk access protocol such as, e.g.,
a Small Computer System Interface (SCSI) protocol.

Bridging the disk software layers with the network and file
system protocol layers is a file system layer 626 of the storage
operating system 600. Generally the file system layer 626
implements a file system having an on-disk format represen-
tation that is block-based using, e.g., 4-kilobyte (KB) data
blocks and using inodes to describe the files. In response to
transaction requests, the file system generates operations to
load (retrieve) the requested data from volumes 434 if it is not
resident “in-core”, i.e., in the filer’s memory 424. If the infor-
mation is not in memory, the file system layer 626 indexes
into the inode file using the inode number to access an appro-
priate entry and retrieve a logical volume block number. The
file system layer 626 then passes the logical volume block
number to the disk storage (RAID) layer, which maps that
logical number to a disk block number and sends the latter to
an appropriate driver (for example, an encapsulation of SCSI
implemented on a fibre channel disk interconnection) of the
disk driver layer. The disk driver accesses the disk block
number from volumes 434 and loads the requested data in
memory 424 for processing by the filer 420. Upon completion
of'the request, the filer (and storage operating system) returns
areply, e.g., a conventional acknowledgement packet defined
by the CIFS specification, to the client 410 over the network
402.

It should be noted that the storage access request data path
630 through storage operating system layers described above
needed to perform data storage access for the client requests
received the file server may alternately be implemented in
hardware, software or a combination of hardware and soft-
ware. That is, in an alternative embodiment of this invention,
the storage access request data path 630 may be implemented
as logic circuitry embodied within a field programmable gate
array (FPGA) or in an application specific integrated circuit
(ASICQ). This type of hardware implementation increases the
performance of the file service provided by the file server 500
in response to a file system request issued by a client.

Included within the file system layer is a set of snapshot
processes 628, which implement the inherent snapshot capa-
bilities of the file system. The inherent snapshot capabilities
of the WAFL file system are further described in the above-
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incorporated TR3002 File System Design for an NFS File
Server Appliance and U.S. Pat. No. 5,819,292.

D. File Restoration from a Snapshot

The procedure 700 performed by the file system layer of
the storage operating system, or its associated snapshot pro-
cesses, in restoring a file from a snapshot is shown in FIG. 7.
Typically, such a process would be initiated by the use of a
command entered by the user or administrator of the file
server. This command could be entered either through a com-
mand line interface (CLI) or via a menu or other selection in
a graphical user interface (GUI). As options to the command,
the user enters the name and path to the file to be restored and,
in alternate embodiments, a name and path for the file to be
restored to, if it is different from the files original and/or
location. Thus, for example, a file that was snapshotted when
it existed in /dir/sub/file, could be restored to /foo/bar/other-
file.

In step 705, the file restore process 632 first locks the
associated snapshot. Such snapshot locking can be accom-
plished using known file system file locking mechanisms.
The locking of the snapshot ensures that the snapshot will not
be modified or deleted while the file is being restored. Next, in
step 710, the inode associated with the file to be restored is
locked against access. Such locking can be accomplished by,
for example, setting a flag within the inode that is manipu-
lated by an appropriate operating system lock manager. The
file system layer and its associated processes recognize the
flag and thereby restrict access to the inode. In certain
embodiments, select file system processes or functions may
have access to the inode. For example, a process or function
for determining attributes of the file associated with the inode
may be permitted to access the inode to determine file system
parameters. Similarly, in certain embodiments, a command or
process to delete the file may be permitted to execute even
though the inode is locked against access.

The file restore process then creates a tracking entry (step
715). This tracking entry is utilized to determine which
inodes and block pointers have been compared during the
remaining portion of the restore process. Next, in step 720,
the restore process determines what type of file is being
restored. By “type of file” it is meant, in the illustrative
embodiment, whether the file exists in the active file system,
is absent from the active file system, or is a small file.

Ifthe file to be restored is a small file, the process performs
the conventional copying restore technique by duplicating the
inodes’ block pointers and data blocks from the snapshot to
the active file system. If the file is absent from the active file
system (i.e. the file has been deleted from the active file
system), the restore process performs the empty file routine
(routine 800). Otherwise, the file exists in the active file
system and is not a small file. In such a case, the restore
process proceeds to step 900 and performs the standard file
restore routine.

The restore routine 800 performed by the restore process
632 when the file is not in the active file system is shown in
FIG. 8. First, in step 805, the restore process creates a buffer
tree pointing to the data blocks of the snapshot. This buffer
tree is then copied to the active file system (step 810). By
utilizing the data blocks stored in the snapshot, the number of
additional inode blocks in the buffer tree is minimized as
these data blocks do not need to be duplicated. Thus, minimal
additional file system space is required. The tracking entry is
then removed in step 815. This removal process entails, for
example, the allocation of memory or other data structures
associated with the tracking entry. The newly created inode is
then unlocked in step 820. Finally, in step 825, the snapshot is
unlocked. At this point, the newly created inode resides in the
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active file system and contains the proper pointers and buffer
tree corresponding to the data blocks of the snapshot. By
pointing to the data blocks stored in the snapshot, the number
of inode blocks that must be written is decreased by a factor
equal to the number of data blocks that each inode can point
to. In the illustrative embodiment, each inode can point to
1,024 data blocks. Thus, by utilizing this restoration process,
fewer than 1/1024 of the data block must be accessed com-
pared to conventional snapshot restore methodologies.

The process performed by the restore process 632 for a file
that needs to undergo the above-referenced reconciliation
process 900 is shown in FIG. 9. First, in step 905, the process
performs a series of space checks. The space checks are to
ensure that the newly created and restored file will fit within
the active file system. While the process of the present inven-
tion typically requires little additional space in the active file
system for files, there are several cases where substantial
additional space is required. For example, if a file was 100
megabytes (MB) in size when the snapshot occurred, but
since then has been edited so that it is only 1 MB in size, a
restoration of the file results in some increased space within
the active file system. This increase in space is still signifi-
cantly smaller than used by conventional restore techniques.
Next, the process performs a series of copy checks (step 910).
In step 915, the restore process performs a type match. This
type match ensures that, for example, no attempt is made to
restore the file in the snapshot to a directory, or vice versa.

Next, in step 920, an inode and associated buffer trees are
allocated for use during the restoration process. The inode
that s allocated is a new inode for the restored file in the active
file system. Additionally, the buffer trees of the existing file
are copied to a twin. This twin, thus, has a twin inode and
associated buffer trees. The restore process 632 then proceeds
to do the reconciliation process in step 1000. This reconcili-
ation process walks through the buffer trees of the twin and
the snapshot and generates the restored file. In step 930, the
twininodeis turned into a “zombie” inode. Zombie inodes are
later processed by the file system layer. Such zombie process-
ing is described in U.S. patent application Ser. No. 9/642,066
entitled MANIPULATION OF ZOMBIE FILES AND EVIL-
TWIN FILES by Raymond C. Chen et al., now issued as U.S.
Pat. No. 6,751,635 on Jun. 15, 2004, which is incorporated
herein by reference. It should be noted that the use of zombie
files is for illustrative purposes only. In alternate embodi-
ments, the twin inode could simply be deleted or otherwise
unallocated from the active file system. The tracking entry is
then deleted by, for example, freeing memory or data struc-
tures associated with the tracking entry (step 935). The newly
created inode of the file system is then unlocked (step 940). At
this point the newly restored file is accessible by the active file
system. Finally, in step 945, the snapshot is unlocked.

The reconciliation process 1000 utilized by the restore
process is shown in FIG. 10. The reconciliation process first
checks for file deletion (step 1003). This check is to ensure
that if a user deletes the file being restored, the file will be
deleted and the restoration process will not proceed. The
restore process then selects a block pointer from the twin (step
1005). The twin block pointer is then compared with the
associated block pointer stored in the snapshotin step 1010. A
determination is made, in step 1015 if the block pointers
match. By match it is meant that the two block pointers point
to the same data blocks. If the two block pointers do match,
the block pointer from the twin is moved to the active file
system in step 1020. If the block pointers do not match, a
determination is made if the block that is pointed to by the
block pointer is already allocated in the active file system
(step 1017). If the block is already allocated, then the data
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from the block is copied to a new block in the active file
system. Otherwise, the block pointer from the snapshot is
copied to the active file system. Thus, if a particular block
pointer has not been modified from the time of the snapshot to
the time of file restoration, the block pointer from the associ-
ated twin, which is a copy of the block pointer stored in the
active file system, is moved to the active file system. If the
associated block pointer has been modified, a copy of the
block pointer is generated from that stored in the snapshot and
copied to the active file system if the block is not allocated in
the active file system. Next, in step 1030, the restore process
determines if there are more block pointers that need to be
reconciled. If there are no more block pointers to reconcile,
the reconciliation process 1000 is complete (step 1035) and
the restore process 632 continues on in accordance with the
procedure outlined in FIG. 9. If there are more block pointers
to be reconciled, the process loops back to step 1003 and
performs an additional deletion check. Throughout the rec-
onciliation process 1000, the tracking entry is used to deter-
mine which blocks have been compared and which blocks
need to be compared. In accordance with an alternate embodi-
ment, multiple blocks can be compared at a time. For
example, sixteen blocks can be read from the twin and com-
pared with their associated snapshot blocks at a time. The use
of multi-block comparison improves the performance of the
reconciliation process.

An exemplary snapshot and twin pair is shown in FIG. 11.
The snapshot includes snapshot inode 1105 linked to a snap-
shot inode 1110. The various intermediate layers of inodes
between the snapshot inode for the inode file 1105 and a
snapshot inode 1110 have been omitted for simplicity. The
snapshotinode 1110 is further linked to two snapshot indirect
blocks 1115 and 1120. Snapshot indirect inode 1115 is linked
to data block C 1140. Similarly, snapshot indirect inode 1120
is linked to data blocks A and B 1125 and 1130. The twin
inode 1145 is linked to a twin inode 1150. Again, the various
layers between the twin inode for the inode file 1145 and the
twin inode 1150 have been omitted for simplicity. The twin
inode is further linked to twin inode indirect inodes 1155 and
1160. Twin inode indirect 1155 is linked to data block C'
1165. Data block C' 1165 is a modified data block C 1140.
This modification can be caused by, for example, addition or
deletion of data from the data block. Similarly, twin inode
indirect inode 1160 is linked to data blocks A and B 1125 and
1130. This snapshot and twin environment 1100 thus repre-
sents a snapshot and twin of a file containing twin data blocks
A, B and C, wherein the data block C has been modified
between the time that the snapshot was generated and the time
the twin was created during the file restore process.

An exemplary block diagram of the inodes and data blocks
of a restored file 1200 of the example from FIG. 11 is shown
in FIG. 12. The newly created inode 1205 links via various
layers of inodes (not shown) to a new inode 1210. The inode
1210 points to a copy of the snapshot inode indirect inode
1215 and the twin inode indirect inode 1160. The copy of the
snapshot inode indirect inode 1215 contains a further point to
data block C 1140. Similarly, the twin inode indirect inode
1160 points to data blocks A and B 1125 and 1130.

After the reconciliation process 1000 is complete, the twin
inode contains links to only inodes and buffer trees which are
changed from the snapshot. In the example of FIGS. 11 and
12, the remnants of the twin inode is shown in FIG. 13. The
twin inode for the inode file 1145 links to the twin inode 1150.
This twin inode 1150 links to a twin inode indirect inode 1155
which, in turn, links to data block C'1165. It is this twin inode
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1145 and its associated changed inodes and data blocks which
is turned into a zombie in accordance with the illustrative
embodiment of the invention.

To again summarize, upon the execution of the file restored
process, which may be included in the file system layer or
snapshot processes of a storage operating system, the snap-
shot and inodes are locked against access and a tracking entry
is created. The file restore process then determines what type
of file is being restored. If the file meets a predetermined or
user-defined definition of a “small” file, then a conventional
snapshot duplication technique can be utilized to restore the
file. If the file has been deleted from the active file, then the
restore process generates a buffer tree which points to the data
block stored in the snapshot. Once this buffer tree is created,
it is written to the active file system to restore the file. Ifthe file
exists in the active file system, then a reconciliation process
occurs. After performing a series of verification operations,
the restore process allocates a new inode for the restored file
and creates a twin inode which contains the inodes associated
with the file currently in the active file system. A reconcilia-
tion process is then performed whereby a block from the twin
is compared to a block in the snapshot. Ifthe blocks are equal,
the block from the twin is moved to the active file system. If
the blocks are not equal, the block from the snapshot is copied
to the active file system. This reconciliation procedure pro-
ceeds until all blocks in the twin and snapshot have been
compared. Atthe end of the reconciliation procedure, the twin
only contains links and pointers to blocks which have been
modified since the time of the snapshot. This twin inode is
then turned into a zombie for later processing and deletion.
This process thus significantly reduces the number of data
blocks that need to be copied from the snapshot to the active
file system. By reducing the number of data copies, file sys-
tem space is saved and processing overhead is reduced.

In the illustrative embodiment, the reconciliation opera-
tions are logged to the NVRAM 508 (see FIG. 5) of the
computer. This NVRAM logging enables the various recon-
ciliation operations to be replayed in the event of an unex-
pected interruption of the reconciliation process. In the event
of an unexpected shutdown caused by, for example, a crash of
the computer, all operations will have been logged from the
beginning of the restore procedure to the time of the shut-
down. When the computer re-initializes, the various opera-
tions can be replayed to the file system.

Additionally, by storing state information in the tracking
entry, the reconciliation process can be restarted at any time.
As the current status of the procedure is stored in the tracking
entry, upon a re-initialization, the procedure can resume
operation from the point at which it was interrupted. This
enables the reconciliation process to continue operation even
after an interruption, e.g., a reboot or power failure.

The forgoing has been a detailed description of the illus-
trative embodiment of the invention. Various modifications
and additions can be made without departing from the spirit
and scope of the invention. For example, it is understood that
the various data structures and inodes can include additional
fields and/or be generated or managed by differing layers of a
storage operating system while remaining within the scope of
the present invention. Additionally, while this description has
been written and referenced to file servers and filers, the
principles are equally pertinent to all types of computers,
including stand alone computers. Further, it is expressly con-
templated that the teachings of this invention can be imple-
mented as software, including a computer-readable medium
having program instructions executing on a computer, hard-
ware, firmware, or a combination thereof. Accordingly this
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description is to be taken only by way of example and not to
otherwise limit the scope of the invention.

What is claimed is:
1. A method for restoring data from a snapshot to an active
file system of a storage system, comprising:
duplicating at the storage system an inode of the data from
the active file system, wherein the data exists in both the
snapshot and the active file system;
creating at the storage system a twin inode for the data in
the active file system, wherein the twin inode comprises
the duplicated inode;
generating at the storage system a new inode for the data;
and
comparing a twin block pointer associated with the twin
inode to a snapshot block pointer associated with a snap-
shot inode of the snapshot for the data,
if the twin block pointer matches the snapshot block
pointer, moving the twin block pointer from the twin
inode to the new inode in the active file system, and
if the twin block pointer does not match the snapshot
block pointer, and a data block pointed to by the
snapshot block pointer is not allocated in the active
file system, copying the snapshot block pointer from
the snapshot inode to the new inode in the active file
system.
2. The method of claim 1 further comprising:
if the twin block pointer does not match the snapshot block
pointer and the data block pointed to by the snapshot
block pointer is allocated in the active file system, copy-
ing the data block from the snapshot to the active file
system.
3. The method of claim 1 further comprising:
copying a block pointer associated with the file in the active
file system to the twin inode to create the twin block
pointer.
4. The method of claim 1 further comprising:
deallocating the twin inode from the active file system.
5. The method of claim 4 further comprising:
designating the twin inode as a zombie inode.
6. The method of claim 1 further comprising:
creating at the storage system a tracking entry, the tracking
entry storing state information related to progress in
restoring the data, and the tracking entry enabling the
restoring to be resumed after an interruption.
7. The method of claim 1 further comprising:
locking the snapshot with a file locking mechanism of the
storage system to prevent modification of the snapshot
while the data is being restored or to prevent deletion of
the snapshot while the data is being restored.
8. The method of claim 1 further comprising:
performing by the storage system one or more space
checks to verify there is sufficient storage space in the
active file system to permit restoring of the data.
9. A method for restoring data from a snapshot to an active
file system of a computer, comprising:
duplicating an inode of the data from the active file system;
creating a second inode for the data in the active file sys-
tem, wherein the second inode comprises the duplicated
inode;
comparing one or more block pointers associated with the
second inode to one or more block pointers associated
with the snapshot;
if the block pointer associated with the second inode
matches the block pointer associated with the snapshot,
moving the block pointer associated with the second
inode to the active file system; and
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if the block pointer associated with the second inode does
not match the block pointer associated with the snap-
shot, copying data associated with the snapshot to the
active file system.

10. The method of claim 9, wherein copying the data asso-
ciated with the snapshot further comprises:

if a data block pointed to by the block pointer associated

with the snapshot is not allocated in the active file sys-
tem, copying the block pointer associated with the snap-
shot to the active file system; and

if the data block pointed to by the block pointer associated

with the snapshot is allocated in the active file system,
copying the data block from the snapshot to the active
file system.

11. A computer-readable storage medium containing
executable program instructions executed by a processor,
comprising:

program instructions that duplicate an inode of data from

an active file system of a computer;

program instructions that create at the computer a twin

inode for the data in the active file system, wherein the
twin inode comprises the duplicated inode;

program instructions that generate at the computer a new

inode for the data; and

program instructions that compare a twin block pointer

associated with the twin inode to a snapshot block

pointer associated with a snapshot inode of the snapshot

for the data, and,

program instructions that, if the twin block pointer
matches the snapshot block pointer, move the twin
block pointer from the twin inode to the new inode in
the active file system, and

program instructions that, if the twin block pointer does
not match the snapshot block pointer, and a data block
pointed to by the snapshot block pointer is not allo-
cated in the active file system, copy the snapshot block
pointer from the snapshot inode to the new inode in
the active file system.

12. A computer-readable storage medium containing
executable program instructions executed by a processor,
comprising:

program instructions that duplicate an inode of data from

the active file system of a computer;

program instructions that create at the computer a second

inode for the data in the active file system, wherein the
twin inode comprises the duplicated inode;

program instructions that compare one or more block

pointers associated with the second inode to one or more
block pointers associated with the snapshot; and
program instructions that, if the block pointer associated
with the second inode matches the block pointer associ-
ated with the snapshot, move the block pointer associ-
ated with the second inode to the active file system, and
program instructions that, if the block pointer associated
with the second inode does not match the block pointer

14

associated with the snapshot, copy data associated with

the snapshot to the active file system.
13. A storage system configured to restore data from a
snapshot to an active file system of the storage system, com-
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a processor of the storage system configured to execute a
restoration process, the restoration process configured to
restore the data by, duplicating an inode of the data from
the active file system, creating a twin inode for the data
in the active file system, wherein the twin inode com-
prises the duplicated inode, generating a new inode for
the data, comparing a twin block pointer associated with
the twin inode to a snapshot block pointer associated
with a snapshot inode for the data in the snapshot, and if
the twin block pointer matches the snapshot block
pointer, the restoration process is further configured to
move the twin block pointer from the twin inode to the
new inode in the active file system, and if the twin block
pointer does not match the snapshot block pointer, and a
datablock pointed to by the snapshot block pointeris not
allocated in the active file system, the restoration process
is further configured to copy the snapshot block pointer
from the snapshot inode to the new inode in the active
file system.
14. A method, comprising:
storing a file within an active file system on a computer
server;
generating a snapshot of the entire active file system,
wherein the file exists in both the snapshot and the active
file system;
creating a twin inode for the file in the active file system,
wherein the twin inode comprises at least a portion ofthe
file from the active file system;
comparing a twin block pointer associated with the twin
inode to a snapshot block pointer associated with a snap-
shot inode for the file in the snapshot, and
if the twin block pointer matches the snapshot block
pointer, moving the twin block pointer from the twin
inode to a new inode in the active file system, and

if the twin block pointer does not match the snapshot
block pointer and a data block pointed to by the snap-
shot block pointer is not allocated in the active file
system, copying the snapshot block pointer from the
snapshot inode to a new inode in the active file system;
and

restoring only the file from the snapshot to the active file
system.

15. The method of claim 14, further comprising:

if the twin block pointer does not match the snapshot block
pointer, and the data block pointed to by the snapshot
block pointer is allocated in the active file system, copy-
ing the data block from the snapshot to the active file
system.
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